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Introduction
This document is intended to support local authorities to develop detailed Information Communications Technology (ICT) requirements and prepare for discussion with bidders during Competitive Dialogue. The resulting Authority Requirements (ARs) will form the basis of Schedule 1 to the ICT Contract.
The suggested approach is to use the following headings: 

1. Using ICT to offer a wide range of choice and access. 

2. Using ICT to support flexible working. 

3. Using ICT to manage data and improve efficiency. 

4. Using ICT to secure data and protect the user. 

The aim of this document is to help local authorities and schools develop their detailed requirements for the ICT managed service, building on the priorities identified in their strategies for change and ICT output specification. Providing additional detail including:

· local choice, services and purchasing options; and 

· focus on user experience, to ensure that educational and functional requirements remain at the forefront of any proposed solution. 

The ARs should be developed with close attention to Becta’s specifications for Infrastructure, Learning and Data Services which can be found at www.becta.org.uk/industry/specifications.

Note: Where the word school is used in this document it is intended to cover all educational establishments participating in a managed service, including Academies. 

How to use this document 

The suggested timing for the development of draft ARs is after the development of the Output Specification and Outline Business Case (OBC), in preparation for dialogue with bidders.

Each section of this template begins with a general requirement, which is expressed as an entitlement for users. Authorities are expected to detail the specific requirements that flow from these basic user entitlements. The requirements given in this document should be seen as outline ARs and are the starting point for the development of more detailed requirements that fully reflect the local authority and school needs. 

As the detailed local authority ARs are being developed it is important that the user, technical and commercial implications of each AR are considered.

As the ARs will be incorporated as Schedule 1 of the ICT Services contract, it is important that requirements are expressed in terms that are clear and certain, since bidders cannot be expected to respond to requirements that are unknown. PfS recognises that authorities and schools will want to procure a service with the flexibility and agility to respond to new technology, as well as changing policy and user requirements, for example, online testing, home access and Management Information System (MIS /reporting requirements. Authorities are encouraged to think carefully about what future flexibility they may require, and how they will achieve this. 

The BSF ICT solution should add value for all users and the ICT contract should address inclusion requirements. The ARs should therefore reflect the needs of all users.

Structure of Statements of Requirement, action plan and considerations
All users shall
The word “shall” indicates a mandatory requirement in order for a bid to be acceptable. The word “should” indicates a requirement that is desirable but not mandatory. 

Action Plan 

These are suggested actions for the local authority, its ICT Advisors and schools in preparation for dialogue with bidders. The list is by no means exhaustive and local authorities are encouraged to add their own actions to build up a clearly understood and shared agenda for action during procurement. 

Considerations 

These are questions that can be used as part of clarification with bidders. The questions are intended to help bidders understand which features of the ICT solution are of greatest significance for the local authority and schools. Bidder responses to these questions will help local authorities to understand competing proposals and refine Schedule 1 of the ICT Services contract. 

The list of suggested questions is by no means exhaustive and local authorities are encouraged to develop these and further questions to ensure that they get the clarity and detail they require from bidders. 

1.0       Using ICT to offer a wide range of choice and access 

1.1 
All users shall have extensive access to and a choice of a wide range of services, applications and devices. 

Note: This high level requirement is expanded upon by the requirements below and as such has no explicit considerations attached 
1.2      Requirements 
1.2.1 
All users shall have appropriate access to a wide range of applications that allow manipulation of text, images (including video), data and sound.
 
Action Plan 
· Establish the range of applications required by users to allow text, image, data and sound access and manipulation, taking into account schemes of work. It is important to ensure that the functionality of applications will meet the specific needs of all users. 

· Determine user access as appropriate. The range and type of applications required may be numerous, encompassing curriculum and curriculum planning tools, administration, productivity and communications tools. Appropriate software may include commercial or open source, web-based or locally stored.
· Review and rationalise legacy applications being used across the project schools.


Considerations 

· Will users be able to access these applications from outside of the school? 

· Will users to be able to use these applications when not connected to the school network? 

· Will it be possible for users to create content in one application and use it in another? 

· Is there a range of applications available to manipulate text, data, images and sound? Do these applications interoperate with each other? 

· Will the schools’ legacy equipment be able to use new applications? 

· Do any applications need special management or maintenance? 

· Should legacy applications be incorporated in the managed service and if so, how?

· Can software currently purchased by annual licence be incorporated into the managed service? 

· How will applications operate successfully on a range of operating systems?
1.2.2 
Users shall have access to a wide range of digital curriculum resources 

Action Plan 

· Review resources used within the local authority and in external learning communities. 

· Identify best practice examples where use of digital resources is having a significant positive impact on teaching and learning. 

· Identify characteristics of resources that contribute towards these successful examples. 

Considerations 

· What digital learning resources will users have access to? 

· How will users access these resources? 

· Will users be able to use these resources at anytime and from anywhere? 

· Will users be able to access these resources using a wide range of access devices? If not what limitations are there? 

· Are there any limitations imposed on the use of the content (for example technical, licence and copyright)? 
1.2.3 
All users shall have access to learning resources available via the National Education Network (NEN) 

Action Plan 

· Identify the range of resources accessible via the NEN. 

· Audit where and how the resources are being used. 

· Identify the resources that could be used to a greater extent to enhance the learning experience. 
Considerations 

· Refer to Becta’s Functional specification: connectivity services and access to the National Education Network at www.becta.org.uk/industry/specifications for further guidance as regards learning resources and the NEN.

· How will content be available from a range of devices?

· Will home or remote access to NEN resources require a federation and identity provider?
1.2.4 
Users shall have access to a wide range of access devices 
Action Plan
· Determine the types of access devices already in use (such as desktops, ultra mobile laptops, laptops, phones, smart phones, browser-based games consoles and PDAs) consulting with users, as appropriate. 

· Identify device types where supplier choice may be limited, e.g. industry standard devices used to support music and art curriculums. 

· Evaluate device types that are not yet in use. 

· Identify the characteristics of each device type that contribute towards a successful implementation. 

Considerations 

· Will all devices be able to access the school and area-wide networks by wired or wireless connectivity? 

· Is there a need for extra software or hardware in order to gain the required level of access?  

· Is there a need for new peripherals (e.g. USB storage)? 

· What extra training will users need to be able to use the proposed access devices? 

· Will the Managed Service Provider (MSP) offer users the opportunity to purchase a device and if so on what basis would this be managed e.g., connection only, best endeavours?

· How will an increased range of devices impact support costs?
1.2.5 
Users shall have access to a secure email service and communication systems.
Action Plan 

· Review current e-mail use, e.g. mail, calendars, contacts and tasks. 

· Decide the type of email access required for different user groups. 

· Consider e-mail use best practice. 

· Review use of wider communication tools e.g. SMS & instant messaging.

Considerations

· Will the email service be available to all users? 

· Will it be available at all times and from anywhere (e.g. home, library)? 

· What features will the service offer, e.g. the ability for users to manage their own mailbox?

· Will users be able to access e-mail from a range of web browsers and devices? 

· How will the safety and security of users’ emails be ensured?

· What filtering features does the service have to deal with inappropriate content and unsolicited email? 

· What local control will be available for schools?

· How will users benefit from the use of wider communication tools, e.g. SMS and instant messaging?

· How will the MSP maximise the benefit of existing cloud-based communication tools?

· How will the issue of mail archiving be addressed?
 1.2.6 
All users shall have access to a learning platform 
Action Plan 

· Becta's Functional Specification for Learning Platforms is available at www.becta.org.uk/industry/specifications. Any new purchase of a learning platform should meet or exceed this specification. 

· Review existing Learning Platform and Virtual Learning Environment (VLE) functionality, content and use and agree approach to provision with BSF schools. 

Considerations

· Does the Learning Platform meet or exceed the specifications outlined in Becta’s Functional and Technical Specifications for Learning Platforms? 

· How will users access the Learning Platform from anywhere and at anytime? 

· How will users be able to manage their own accounts? 

· Can modules be added to the Learning Platform when they are needed?

· Will Multiple VLEs be available?

· Can other web-based systems, e.g. existing e-portfolio provisions, run alongside the VLE?
1.2.7 
Users shall have access to a range of collaborative tools 
Action Plan 

· In discussion with users establish the appropriate collaborative tools to meet their needs, e.g. messaging services, document sharing, voice and video conferencing, online community, blogging and wikis. 

· Discuss use of proposed tools with users to establish user experience and familiarity from school and non-school access. 

· Establish and make available a best practice policy for use of the proposed tools. 

· Establish how collaborative tools can be integrated into the curriculum. 
Considerations
· Will users be able to use the proposed collaborative technologies at anytime and from anywhere? 

· How would a third party communicate with a school? 

· What further security measures need to put in place to ensure the safety of the users and control inappropriate use of collaborative tools? 
1.2.8 
School LANs shall be connected to a broadband ISP via a WAN infrastructure.  
Action Plan 

· Review Wide Area Network (WAN) infrastructure, service provision and contractual arrangements available from current provider, typically the Regional Broadband Consortium (RBC). 

· Identify services beyond basic web access that will be dependent on the WAN infrastructure, e.g. link to data centre and centralised services, data exchange between schools and with external bodies, communications tools, such as Voice Over Internet Protocol (VOIP) and Video Conferencing (VC) and access to resources and tools from remote locations. 

· Explore proposed development paths for existing provision to ensure that developments in bandwidth, redundancy and additional services will meet the needs of the managed service.

·  If a school is to host co-located services from other agencies or organisations, e.g. health, police, social services, will these be able to share the WAN connectivity or will they require separate, secure circuits? 
Considerations 

· Will the WAN infrastructure be used for connection to a data centre as well as for Internet traffic?

· Will the WAN infrastructure provide a link to other non-BSF sites, e.g. primary estate?

· Will the Managed Service provider work with the existing provider? 

· Will the existing provision offer the capacity and meet the standards required by the Managed Service? 
1.2.9 
WAN infrastructure shall enable maximum benefit from centralised hosting, shared communication tools and remote access to resources and services, with a level of redundancy consistent with the demand for WAN dependent services. 
Action Plan 

· Audit existing onsite provision. Are school sites acting as data centres by hosting externally accessed services and resources, as well as providing Local Area Network (LAN) access to resources and services? 

· Explore the potential benefits of area-wide centralised services being hosted in a data centre environment (e.g. Server Virtualisation) such as centralised mechanical cooling, reduced need for air conditioning in the school environment and increased efficiency by avoiding multi-site duplication of services. 

· Compare WAN requirements for local versus centralised hosting, e.g. bandwidth and redundancy. 

Considerations 

· Given the size of project and available WAN infrastructure what will be the best balance between local and centralised hosting of resources and services? 

· Will the level of WAN redundancy reflect the number of dependent services, e.g. central hosting of services requires greater level of WAN redundancy? 

· Will local hosting of directory services and web caching be used to support efficient use of the WAN link to the central data centre? 

· Will centralised services and resources be accessible externally as a reliable, secure and high performance cloud package/service? 

· How will centralised provision maximise the benefit of software licensing across a number of sites?
1.2.10 
Where the WAN is delivered through an RBC/local authority contract the MSP service desk should act as first point of contact for support, change requests and issue escalation. 
Action Plan 

· Review the frequency of school and/or local authority support calls to the WAN provider and identify the nature of the incidents that are reported. 

· Identify services that may be dependent on the WAN connection. 

· When reviewing the existing WAN provision examine the contractual arrangements and technical specifications that are in place. Will the existing contractual arrangements be available through the life of the BSF service?

· Explore the advantages and disadvantages of WAN provision being in the scope of the Managed Service or out of scope with a back-to-back arrangement in place, what approach does the existing WAN provider favour? 

· Review the resilience, sustainability and plans for future development of current provision.

· How will the needs of the managed service provider be given full consideration during the RBC service development process?
Considerations 

· Will the MSP act as the single point of contact for WAN support issues via its service desk? 

· If a WAN dependent service is unavailable and problem resolution fails to identify a solution how will a dispute regarding cause and responsibility be resolved? 

· Will the MSP report on WAN incidents even when responsibility for resolution sits with the RBC? 

· How has the MSP dealt with RBC connectivity elsewhere, do they have a preference for RBC in supply chain or WAN sitting out of scope? 

· How will WAN infrastructure support the extension of school LANs to a Central Data Centre? 
1.2.11 
All schools should have access to a range of Audio Visual & display technologies. 
Action Plan 

· Explore how media will be delivered to single and multiple display devices. 

· Identify potential delivery devices, e.g. user device, electronic signage, Building Management System, and delivery mechanisms, e.g. hardwired or wireless. 

· Audit existing solutions, both fixed and portable, and document examples of best practice. 

· Identify the elements of these solutions that contribute towards their success. 

Considerations 

· How will the use of display technology vary across the site and across a number of WAN linked sites? 

· How will users interact with the displayed media? 

· Will broadcast to multiple displays need to be managed from a central location; if so is this location likely to vary?

· Will some curriculum areas require specific display technology, e.g. Performing Arts, science and sport?
1.2.12 
All users should have access to an enterprise level print solution. 
Action plan 
· Determine the level and type of printing required in the managed service environment taking into account legacy printing practices to be replaced by paperless systems, e.g. VLE, online submission of work and testing, e-registration. 

Considerations 

· Can the print solution integrate with identity management systems used by other on site applications, e.g. cashless catering, access control and school library management system? 

· Can existing print and photocopier functions be merged? 

· Will a print credit system be available? 

· Can printing be purchased as a service rather than a technology? 

· Do all printing facilities need to be onsite? 

· Do specialist curriculum areas have specific print services requirements, e.g. large format & colour?

· Will the system be able to scan to the VLE as well as print?
1.2.13 
Users shall have access to a range of devices and peripherals to meet the specialist requirements of particular areas of the curriculum (Art, Music, DT, PE & Sport, Science and school specialisms) 

Action Plan 

· Identify areas of the curriculum where specialist/industry standard devices, peripherals and software are required. 

· Explore best practice examples in the local authority and external learning communities. 

· Identify the challenges of integrating specialist technologies into an education network environment.
Considerations 

· How will the Managed Service provider deliver the technology, experience and support required to integrate specialist technology into the learning experience? 
1.2.14 
The MSP shall provide a catalogue of devices, peripherals, software and services to support development of the managed service through change requests, local choice and refresh. 

Action Plan
· Explore existing school ICT procurement behaviour to understand the internal process that leads to the purchase of new technology. 

· Determine how and when schools may procure new technology. 

· Determine how the local authority will ensure that procurement decisions made by an individual school can be made available to all project schools.

Considerations 

· Will the catalogue be available online?

· How will the catalogue offer value for money and how will this be demonstrated? 

· How will the catalogue be updated to include new/alternative technologies and how frequently will this occur? 

· Will the MSP procure technologies that do not appear in the catalogue and integrate them into the Managed Service? If so how will the effectiveness of the solution be evaluated?

· How frequently will catalogue prices be reviewed? 

· Is there a minimum order to ensure addition to the catalogue?

· What are the arrangements for providing specialist services, software and equipment, for example for Special Education Needs (SEN)?

· Is there an optimum time scale and quantity threshold for the procurement of local choice and refresh?
1.2.15 
Users should have access to a cashless catering system. 
Action Plan 

· Determine the most appropriate form of identification for the area-wide solution taking into consideration those learners with additional educational needs, e.g. smart card or biometrics. 

· Identify other Building Management Systems (BMS) and smart solutions that could make use of the same means of identification, e.g. e-registration, access control and library management. 

Considerations 

· Will providers of Facilities Management (FM) and catering services be ready to make use of an integrated solution? 

· Will students and parents be able to top up balance onsite and remotely? 

· Will the system need to integrate with the school MIS for user provisioning and distribution of free school meal entitlement? 

· Can the solution operate across a number of locations? 

· Will visitors be able to access the cashless catering system? 

· What systems are currently in place and how will the solution be inclusive for all users? 

· How will the solution integrate with systems at other 14-19 partner schools?
1.2.16 
An identified range of users should have the opportunity to explore new technologies and innovate without the risk of impacting other, KPI-linked, services. 
Action Plan 

· Identify means of providing technology sand-pits for user innovation, e.g. client side virtualisation, unmanaged devices and Internet only connection for user owned devices. 

· Identify processes for integration of innovative technology and practice into the managed environment. 

Considerations 

· Will it be possible for users to trial new technologies and software without the need to consider Key Performance Indicators (KPIs)? 

· What limitations will a trial environment impose? 

· How will new technology and software transfer to the wider Managed Service context (Release Management Process)? 

· Do all users require the ability to trial new technologies and software? 

· How will technical support be provided to users who are trialling new technology?
1.2.17 
The MSP shall ensure that the ICT solution is accessible to all users. 
Action Plan 

· Audit the range of SEN experienced by users including learners, educators, administrative staff, parents/guardians and those from the community. 

· Identify aspects of technology that are not accessible to all users. 

· Explore best practice examples of making technology solutions accessible to all users. 
Considerations 

· How will the MSP offer experience, technology and support to ensure that appropriate technology is accessible to all users? 

· Will the MSP work alongside existing local authority SEN specialists, including those providing support in the use of technology. 

· Will the provider work with users who have supportive technology provided by another agency?
1.2.18 
All learners with profound and multiple learning difficulties shall have access to specialist devices, peripherals, software, services and support to maximise the benefit of ICT to their learning. 
Action Plan 

· Identify the range of profound and multiple learning difficulties (PMLD) experienced by users and explore how technology is being/will be used to support the learning. 

· Consult with schools, local authority and national specialists to ensure that the authority requirements accurately reflect the needs of the learners and the resulting solution maximizes the supportive role ICT can play.

· Ensure that all schools understand the need for a higher per pupil spend on ICT in PMLD special schools/units and the impact on the funding available for mainstream students. 

Considerations 

· How will the MSP offer a solution that meets the particular, and potentially unique, needs of each user? 

· How will onsite technical support staff be trained to work with specialist educators, support staff and users with PMLD? 

· How will the provider work with other agencies offering technology-focused support?

· How will the provider ensure availability of new and emerging technology that could benefit users with additional needs?

1.2.19 
Users should have access to technology for the production, recording, broadcast and distribution of digital media including lesson capture. 
Action plan 

· Identify how schools access third party broadcasts, e.g. T.V. broadcasts, live onsite broadcasts, web streaming, web download and pre-recorded media (e.g. DVD). 

· Explore network distribution technologies such as Internet Protocol Television (IPTV), digital signage, web streaming. 

· Define where and when access to digital media will be required. 

· Identify the extent to which broadcast production and editing will be required across all schools. 

Considerations 

· What training will be provided for non-specialists users?

· Will broadcasts need to be available across the whole site and off site? 

· What devices will broadcasts be accessible from? 

· How will broadcasts be recorded, will it be possible to schedule recording on topic or series basis? 

· Will the provider offer industry standard solutions for broadcast production, storage and editing? 

· Will users be able to broadcast live? 

· What sources will users be able to edit and distribute from? 

· How will the systems used to capture and edit media align with school display technologies, e.g. file types?
1.2.20 
Users should have access to hosting facilities for web-based resources 
Action plan 

· Identify the extent to which schools are making use of web hosting services. Are students hosting web resources produced as a part of their learning? 

· Identify the type of hosting required. Will students need to host dynamic content, blogs, wikis, RSS feeds and databases? 

Considerations 

· How will users access and edit web content? 

· Will the service enable moderation and pre-publication approval? 

· Will the service be compatible with web authoring packages used within the curriculum? 
1.2.21 
The managed service provider shall maximize the benefit of legacy hardware, software licensing and content subscriptions. 
Action Plan 

· Agree a minimum standard for the legacy equipment, including any upgrade path. 

· Identify legacy resources that meet an agreed minimum standard. 

· Explore the limitations of proposed legacy technology use and how its integration into the solution will affect refresh costs and timescales. 

Considerations 

· Does the cost of moving legacy technology and software justify transfer to the managed service context? 

· Is a staggered refresh possible to take into account the shelf life of transferred legacy technology? 

· Who will take responsibility for disposal of technology that does not meet the minimum standard? 

· Will health and safety guidance be sought on the transfer of legacy equipment, e.g. long versus short throw projection?

2.0  
Using ICT to support flexible working 

2.1 
Users shall be entitled to a working environment that allows flexible access to curriculum and administration resources 

Note: This high level requirement is expanded upon by the requirements below and as such has no explicit considerations attached.
2.2 
Requirements 

2.2.1
The network services shall be available for use by authorised users at all times within locally/regionally agreed service hours, unless scheduled maintenance is taking place. 
Action Plan 

· Define the levels of service and availability for your network and services. 

· Agree the levels of service and availability with key ICT stakeholders in your schools. 

Considerations 

· How will a level of service be maintained that leads to users being able to use the service from anywhere and at anytime? 

· What will be the school’s first line of support when there are problems and concerns? 

· What will be the method of contact for the school to ask for support when there are problems/concerns?

· Will scheduled maintenance be carried out outside agreed service hours?
2.2.2 
Users shall be able to access appropriate curriculum resources and administration data from all computers in the school and from all learning spaces within the school. 
Action Plan 

· Define the resources and data that different groups of users will require access to.
Considerations 

· Describe how users will access administration data and curriculum resources from the same device? 

· Will the solution be limited to desktop computers or will access be possible from all/a range of devices? 

· Will there be a different user experience on different access devices? 

· What are the limitations of using different devices? 

· How will you ensure that authorised users can access only data that they have permission to see? 

· Are there any further potential security issues that need to be addressed? 
2.2.3 
Relevant users shall have secure access to curriculum and administration data from remote locations 
Action Plan 

· Define the resources and data that different groups of users will be required to access from remote locations. 

· Audit the available and proposed devices and connection types that users use/will use to access the resources and data. 

· Review relevant Becta guidance (e.g. Good practice in information handling: secure remote access) available at http://schools.becta.org.uk/index.php?section=lv&catcode=ss_lv_saf_se_03&rid=14734 . 

Considerations 

· What will users have to do to be able to access their curriculum and administration resources when they are not in the school? 

· What type of interface will be available when a user is not in the school; or is the experience exactly as it would be if the user were located within the school? 

· Are there any restrictions on the resources available when not in the school?

· Are there any restrictions on the sort of access device that needs to be used to obtain resources when not in the school? 

· How will synchronisation of data take place with equipment that is used off line? How will the impact of the synchronisation on the user experience be minimised? 

· How will the solution ensure that access to resources is secure? 

· Will the solution comply with Becta recommendations on good practice in information handling?
2.2.4 
School networks should be based on wired technology 
Action Plan 

· Review existing LAN infrastructure best practice. 

· Identify services that require a high bandwidth connection. 

Considerations 

· Will core LAN passive infrastructure have spare bandwidth capacity to meet future increases in demand? 

· What standard of cabling to edge switching, user devices and wireless access points will be used, e.g. Cat 5e, Cat 6, 6a? 

· How will spare capacity be engineered into the design? 

· How will the MSP and the Mechanical & Electrical (M&E) sub contractor decide on the type (floor box, dado, pillar) and location of data points? 

· Will data points be installed in all locations to provide flexibility in deployment of wireless access points? 

· How will the approach to design and installation differ between remodelled, refurbished and new build projects?
2.2.5 
Secure wireless networks should complement rather than replace a school’s wired network 
Action Plan 

· You should determine where in the school a wireless network would best support users. 

Considerations (see also 2.2.6) 

· Describe how wireless networks will complement the services offered via the school’s wired network? 

· What limitations/implications are there for future development of the wireless infrastructure? 

· Will the user experience be the same when using the wireless and the wired infrastructure? 

· How will the wireless network be upgraded to take account of newly developed and accepted standards? 
2.2.6 
The supplier shall provide secure wireless access to curriculum and administration resources from a wide range of agreed spaces in the school
Action Plan 

· Wireless coverage should provide secure access from a wide range of work areas within the school. 

Considerations 

· Describe what areas of the school will be accessible using the wireless network. 

· Will users be able to access resources via the wireless solution in the same way as they do wired solution? 

· Will users be able to gain access to all their resources (both curriculum and administration) or are there limitations to using the wireless networks solution? 

· How will users be able to continue to seamlessly access their data as they move around the school? 

· Will users be able to use all types of wireless enabled devices to access resources via the wireless network? 

· Will it be possible for users to bring their own mobile devices into the school and access the wireless network? If so, what extra security/processes will be needed? 

· How will you ensure that only authorised users will be able to access the school’s network via the proposed wireless infrastructure? 

· How will the security of users and of data be ensured whilst using the wireless network? 

· Will large numbers of users (whole year groups, school within schools) have concurrent wireless connectivity in the same locations? 
2.2.7 
The supplier should provide an enterprise level wireless solution that dynamically manages device connectivity and is easily scalable to meet an increase in demand.
Action Plan 

· Review wireless solutions already deployed across the school estate. 

· Compare solutions predicated on single independent access points with an enterprise solution employing centralised and dynamic control of access points, devices and users. 

Considerations 

· Will the solution support integration of building plans for active mapping of the available wireless bandwidth? 

· Will the solution identify and make inoperable rogue wireless devices? 

· Will the solution dynamically manage user connectivity to facilitate high levels of user connectivity and mobility? 

· How will the solution support connectivity of managed and unmanaged devices? 
2.2.8 
The managed service provider should make use of alternative approaches to power distribution where possible. 
Action Plan 

· Review use of alternative power distribution, e.g. Power over Ethernet (PoE), in existing schools. 

· Explore the range of devices available that support PoE. 

Considerations 

· Will devices connected to the network, e.g. VOIP, WiFi AP & CCTV, support PoE? 
2.2.9 
The MSP should ensure that core LAN infrastructure offers an appropriate level of redundancy.
Action Plan 

· Identify impact on core business of loss of LAN services. 

· Explore technical solutions to LAN infrastructure redundancy. 

Considerations 

· How will the provider deal with the failure of LAN infrastructure? 

· Will core network infrastructure offer redundancy on a port and module basis? 

· What is the balance between the cost of infrastructure redundancy and anticipated failure rate? 
2.2.10 
Software deployment shall be carried out via an automated system that minimises the impact on users and ensures the correct applications are available where required.
Action Plan 

· Review deployment methods used in existing schools, identify best practice and evaluate the advantages and limitations of an enterprise-level solution. 

· Discuss how schools decide when and where to deploy software and explore the implications of centralised deployment. 

Considerations 

· How long will it take from the procurement of new software to it being available for users? How might this vary depending on the software? 

· How will the provider deploy software? Is this an industry standard approach and will it be possible to use existing/third party deployment packages? 

· How will the software deployment process impact on LAN and device performance? 
2.2.11 
The MSP should offer users access to a virtualised desktop and/or applications. 
Action Plan 

· Determine the benefits of virtualisation of the desktop and/or applications. 

· Identify where the deployment of such technology could support local authority and school Strategy for Change (SfC) priorities, e.g. remote access, carbon reduction and use of legacy equipment. 

· Explore the limitations of using virtualised technology in an education environment. 
Considerations 

· Will the provider offer a mixed economy of thick client and virtualisation? 

· Will a virtualised desktop/application work on a range of user devices? 

· Can all applications work in a virtualised environment? 

· Does virtualisation offer a cost saving? 

· What are the benefits of reducing the power consumption of end user devices? 

· Can virtualised resources be accessed from a remote location away from the LAN infrastructure? 

· How will the use of virtualisation support the providers approach to reducing energy consumption? 
2.2.12 
Specified, privileged users should have access to a user management tool. 
Action Plan 

· Determine what user management functions privileged users will require access to. 

· Identify user groups who will have access to such tools and the level of permission required. 

Considerations 

· What changes will specified users be able to make to a learner’s user information and access rights? 

· How will this tool be accessed, will it be a locally installed application or web based? 

· Will it be accessible from remote locations? 

· Will use of this tool be auditable?

3.0 
Using ICT to manage data and improve efficiency 

3.1
Users shall be entitled to an ICT Infrastructure that facilitates information sharing and electronic data communications, improving administration, data-collection, collation and transfer.

Note: this high level requirement is expanded upon by the requirements below and as such has no explicit considerations attached.

3.2 
Requirements 

3.2.1 
The service shall use a dedicated repository (or series of repositories) to securely hold all curriculum, administration and other systems (e.g. cashless catering) data.

Action Plan 

· Determine the range of data that will be generated by each school. 

· Explore data handling and security guidance from Becta available at http://schools.becta.org.uk/index.php?section=lv&catcode=ss_lv_saf_se_03&rid=14734 
· Categorise school data according to the Becta guidance available at http://schools.becta.org.uk/index.php?section=lv&catcode=ss_lv_saf_se_03&rid=14734 .

Considerations 

· Where will the repository/repositories be located? 

· How quickly and easily can learning material and coursework be made available if there is a failure of the repository? 

· How will the security of the data and the user be ensured? 

· How will synchronisation of data between a device that has been used ‘offline’ and the data repository be achieved? 

· How far does the solution comply with Becta security advice and best practice guidance?

· Is there a limit (physical or cost) to volume of data that can be stored in the repositories?

· How will data from other agencies be held and accessed?

3.2.2 
The service provider shall be compliant with ISO 20000, FITS, ITIL and Prince 2 standards of project management and delivery. 
Action Plan 

· Review latest Information Technology Infrastructure Library (ITIL), Framework for ICT Technical Support (FITS) and PRINCE guidance. 

· Audit existing schools support practice and identify best practice examples. 

· Support schools with the Introduction of FITS ahead of service commencement. 

Considerations 

· Are the service provider support staff suitably qualified and certified (i.e. ITIL)? 

· What are the challenges of implementing an ITIL compliant service in an education environment? 

· How will you support schools in the transition to this potentially new way of operating? 
3.2.3 
The service provider shall offer a service desk as a single point of contact for reporting all problems and issues with the ICT service. 
Action plan 

· Discuss with schools the benefits of a single service desk approach and consider how this method of reporting problems differs from existing arrangements. 

· Define and agree with schools the methods for users to report their incidents and requests, e.g. telephone, email, intranet, paper-based form or by visiting a local service desk. 

· Discuss with schools the potential need for a school single point of contact to liaise with the MSP and local authority contract manager. 

Considerations 

· Who will be the school’s first line of support when there are problems and concerns? 

· How will users access/use the support process? 

· What hours will the help desk be available?

· Is the necessary support immediately available when an incident is reported? 

· What processes will be put in place to ensure general concerns and issues can be addressed quickly and with as little impact as possible on users? 

· What guidance will be made available to tell users how to access support?
3.2.4 
The MSP shall offer a maintenance service that minimises disruption to learning during the identification and resolution of issues and problems.
Action Plan 

· Audit the maintenance tasks carried out by existing school support teams and identify any roles and responsibilities that do not fit within the scope of the Managed Service. 

· Discuss with schools how a hot swap maintenance programme works and how this could be carried out without disrupting learning. 

· Identify any remote services and how they could contribute to minimising the disruption to learning.

Considerations 

· Who will carry out maintenance tasks within each school? 

· How will this role be supplemented if the volume of tasks requires more than one person? 

· How will leave, permitted and sickness, be covered? 

· Will the school be able to prioritise technician tasks for a number of days per month?  

· How will routine maintenance/upgrades be carried out in order to minimise disruption to teaching and learning?
3.2.5 
The managed service provider shall ensure that effective communication strategies are in place with nominated school representatives and local authority contract managers.
Action Plan 

· Identify a single point of contact in each school for liaison with the local authority contract manager and MSP. To meet on a regular basis to discuss service performance and development. 

· Consider how schools and the MSP will communicate and ensure effective partnership working. 
Considerations 

· Who from the MSP will the schools have regular contact with? 

· How frequently will the local authority, schools and MSP meet to discuss service operation and development? 

· What time commitment will be required from the schools to manage the relationship with the MSP? 
3.2.6   The MSP should use a school-based caching system.
Action Plan 

· Identify key web-based resources that are widely accessed by learners. 

· Discuss with the current provider (RBC) their caching strategy and plans for the future. 

Considerations 

· Outline your caching strategy, state explicitly from where and by whom these services will be delivered. 

· Can a school’s existing caching system be used? 

· Will caching technology be deployed in other strategic locations across the WAN? 
3.2.7 
The service provider should implement a network that gives priority to data associated with particular learning activities.
Action Plan 

· Agree data type priorities with schools. 

· Identify services that may require a particular Quality of Service (QoS), e.g. VOIP & VC. 

Considerations 

· Describe how users would benefit from giving priority across the network to certain learning activities. 

· Which learning activities would you recommend as needing priority? 

· At future dates can learning activities be easily re-prioritised? 

· Are there any drawbacks to giving priority to certain learning activities within this school? 
3.2.8 
Data gathering between the local authority and the school should be via secure automated processes.
Action plan 

· Identify the existing arrangements for transfer of data from school to local authority. 

· Identify training needs of users to develop more effective use of MIS data in management, leadership and decision making.

Considerations 

· What does the school have to do to achieve automatic data transfer? 

· What extra training and support will users need? 

· Will the data transfer be a seamless process or will the school have to take an active part in the process? 

· How will an increase in the availability and use of data be achieved so that it can be used to help with monitoring and to improve standards?

· How will incorporation of data from multi-agency services be achieved?
3.2.9 
The service provider should implement an electronic facilities management (FM) system.
Action Plan 

· Discuss with schools the cross over between ICT and FM 

· Identify how the roles and responsibilities will look from the user perspective under the Managed Service. 

Considerations 

· How will users interact with the electronic FM system? 

· What data will be available for use in teaching and learning?

3.2.10 
The MSP should provide a library resource management system.
Action Plan 

· Discuss with school library managers the functionality found in the existing school systems and identify any limitations.

· Explore potential to provide/integrate wider booking/ticketing systems. 

Considerations 

· Will the system allow students to access a resource catalogue and update loans? 

· Will a central database identify resources available across schools? 

· Can the solution integrate with the Managed Service identity management system? 
3.2.11 
The managed service shall provide a school management information system that meets, as a minimum, Becta’s functional requirements for information management software.
Action Plan 

· Review latest functional requirement on management information systems from Becta at www.becta.org.uk/industry/specifications. 

· Identify range of MIS currently in use. 

· Explore challenges of transferring to a new/shared MIS. 

· Consider security, storage and access requirements for MIS data.

Considerations 

· Will all schools use the same MIS? 

· How will the MSP ensure that a transfer to a new MIS does not disrupt learning? 

· Will users have access to MIS data offsite?

· Where legacy MIS systems are replaced, will full access be possible to existing data for the purposes of audit responding to Freedom of Information (FOI) requests?

· How long will financial and historical student data be stored?

· Will suitable archiving be provided once these storage periods have been exceeded?
3.2.12 
The MIS should be used as the master database for all user provisioning.
Action Plan 

· Ensure all data held within the existing MIS is up-to-date and carry out data cleansing during the baseline specification period. 

· Agree protocol with schools to identify when and how new data should be added, with particular reference to automated user provisioning for dependent systems. 

· Explore the limitations of MIS data exchange. 

Considerations 

· Which systems will be dependent on the MIS for user provisioning? 

· How automated will the user provisioning process be? 

· How long will it take for a new user to appear in dependent systems? 
3.2.13 
The MIS shall offer two-way communication with the learning platform.
Action plan 

· Identify data that will need to be available in and updated from the learning platform. 

· Explore progress in adoption of interoperability standards, e.g. Systems Interoperability Framework (SIF) and the limitations of the standards in its current implementations.

Considerations 

· How will the MIS communicate and exchange data with the learning platform, what standards will be used? 

· How often will data be exchanged, will this time scale be appropriate for live use of MIS data, e.g. absence reporting. 

· What limitations will there be in transferring data between the MIS and Learning Platform?
3.2.14 
The MSP shall ensure that all required legacy data is integrated into the new MIS. 
Action Plan 

· Ensure that all schools agree on the level of legacy transfer required. 

· Ensure that all statutory requirements can be meet with the agreed level of data transfer.

· Carry out data cleansing of legacy MIS during baseline specification. 

Considerations 

· Who will be responsible for ensuring all the required data is available in the new MIS? 

· Will the old and new MIS run in parallel for a period or is their use mutually exclusive? 

· How will the provider ensure that the transfer to a new MIS does not disrupt learning? 

3.2.15  The MSP shall ensure that consideration is given to the reduction of school carbon footprints during the design, deployment and support of the managed service.

Action Plan

· Assess the energy consumption of existing school ICT provision by carrying out ‘walk-rounds’ in line with Carbon Trust guidance (http://www.carbontrust.co.uk/publications/publicationdetail.htm?productid=CTL003)

· Review Becta guidance on reducing your schools ICT carbon footprint (http://schools.becta.org.uk/index.php?section=re&&catcode=ss_res_env_02&rid=16059)

Considerations

· How will the MSP ensure that the deployed solution has the minimum impact on the schools carbon footprint?

4.0
Using ICT to secure data and protect the user 

4.1
Users shall be entitled to a network that protects the user from inappropriate content and ensures data security and integrity 

Note: this high level requirement is expanded upon by the requirements below and as such has no explicit considerations attached.

4.2 
Requirements 

4.2.1 
The service provider shall offer safe and secure Internet access for all users with a content and email filtering system, this could be managed by the local authority/RBC in discussion with the service provider. Filtering should be able to be refined at a school level.
Action Plan  

· Identify existing e-mail and content filtering systems, and explore with schools the limitation of these systems. 

Considerations 

· Outline the services provided to the schools by the RBC/local authority; describe any further services proposed to supplement these, give reasons why these are necessary. 
4.2.2 
The service provider shall take appropriate steps to prevent damage to the network from both internal and external attacks.
Action Plan 

· Identify circumstances where damage has been, or could be, caused to school networks from internal and external resources. 

Considerations 

· What extra steps will be taken to prevent damage from physical attacks? 

· What weaknesses and vulnerabilities will there be after implementation of the Managed Service? 

· Will the network and devices require additional security updates? 

4.2.3 
The service provider shall take appropriate steps to ensure that curriculum and administration data is recoverable in the event of equipment failure or disaster.
Action Plan 

· Identify, in consultation with schools: 

1. What data needs backing up? 

2. How often data needs to be backed-up? 

Considerations 

· Where will the back-ups be stored? Is this off-site, safe and secure? 

· Is the back-up solution seamless to the user? If not, what level of user intervention is needed? 

· Is the back-up solution reliant on the school’s broadband connection/WAN infrastructure?

· How will data be restored in the event of a major equipment failure?

· Will restoration of data affect normal use of the school network?  
4.2.4 
Schools shall make secure all data held on the network and shall control access to that data.

Action Plan 

· Identify appropriate levels of access for groups of users. 

· Educate users on data handling and security best practice, i.e. only using their own logins, choosing effective passwords, regularly changing passwords, etc. 

Considerations 

· What additional security processes does the school need to put in place 

· What various levels of access can be provided for users? 

· Can the levels of access be easily changed? If so by whom? 
4.2.5 
All schools should ensure that they physically secure network devices 
Action Plan 

· Local authorities/schools should agree a security policy that considers:

· Enhanced physical security for storage; this may include door locks, access control or alarms. 

· Mobile devices being locked away out of sight when not in use and are only left unattended in a locked area. 

· Building security should be enhanced for work areas that contain static devices. 

· Users should only have access to areas that are appropriate to them. 

· Physical security is regularly reviewed especially when changes to either the building or ICT infrastructure are made. 

Considerations 

· How will use of extra physical security affect users? 

4.2.6 
Users should have access to single/simplified sign-on authentication for access to external resources, and this should be carried out in conjunction with the local authority or RBC.
Action Plan 

· Review existing local authority/RBC provision for single/simplified sign-on authentication.

· Review services and support offered by the UK Access Federation (http://www.ukfederation.org.uk) 

Considerations

· Will the MSP make use of an existing identity management and single/simplified sign in solution provided by the local authority or RBC?

· Is the solution provider a member of the UK Access Federation?

· What authentication standard will be used?

4.2.7 
Infrastructure and user devices shall support enterprise level security. 
Action Plan 

· Compare the differences between enterprise and domestic levels of network security. 

· Considerations 

· Will user devices support enterprise level wireless security, e.g. WPA 2 Enterprise? 

· Will it be possible to connect user devices (for example a user’s own device) that do not meet these standards?

· How will access from users own devices be made safe to protect the network and other users? 
4.2.8 
User activated data recovery should be available to all users. 

Action Plan 

· Audit current data recover activity to identify the most common causes/types of data recovery carried out. 

Considerations 

· How far back will user-activated restoration need to go? 

· What types of data restoration will need a service desk request? 

· How will backup storage be carried out? 
4.2.9   The MSP should have disaster recovery plans linked to local authority/school business continuity plans.
Action Plan 

· Review schools’ and local authority business continuity plans

Considerations 

· How will the MSP disaster recovery plans support the local authority/school business continuity strategy?

· How will these plans be tested?

· How will the disaster recovery plans achieve a suitable balance between data backup/resilience and cost?

4.2.10  The MSP shall ensure that data is protected against virus, malware and spyware damage.
Action Plan 

· Review existing local authority/school virus protection provision.

· Agree virus protection policy across the schools.

Considerations 

· How will the MSP ensure protection against virus, malware and spyware damage?

· How up-to-date will virus definitions be?

· How will the MSP deal with a virus outbreak?

· How will user devices be protected when not connected to the school network?
4.2.11 The MSP shall ensure that all Becta-recommended security standards and practices for data handling, encryption, audit logging, secure remote access and health and safety are addressed.
Action Plan 

· Review Becta guidance for data handling, encryption, audit logging and secure remote access available at http://schools.becta.org.uk/index.php?section=lv&catcode=ss_lv_saf_se_03&rid=14734 
· Review Becta guidance on health and safety (http://schools.becta.org.uk/index.php?section=lv&catcode=ss_lv_saf_hs_03) 

Considerations 

· How does the managed service solution address the Becta guidance on:

· data handling;

· encryption;

· audit logging;

· secure remote access and

· Health and Safety?
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